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DEFINITIONS

Physical NGNP entities against which an effective risk analysis may be performed
and results evaluated.

A representation of the potential impact of realizing a risk (i.e., the impact of a risk
event). Consequence of occurrence is expressed using a descriptor (label) and/or a
numerical factor (1 to 9).

A representation of the relative likelihood that a realized risk will occur at the level of
consequence assigned. Probability of consequence is expressed using a descriptor
(label) and/or a numerical factor (0.1 to 0.9).

A representation of the relative likelihood that a risk will be realized or occur.
Probability of occurrence is expressed using a descriptor (label) and/or a numerical
factor (0.1 to 0.9).

A risk that has occurred.
Risk remaining after the risk-handling strategy has been implemented.

A measure of the potential inability to achieve overall project objectives within
defined scope, cost, schedule, and technical constraints. The term is usually reserved
for situations or events that are in some way significant or that pose above-normal
project risks.

Investigation (analysis) and quantification of risk.

A potential adverse event that affects the project resulting in impacts to cost, schedule,
safety, performance or other characteristics, but does not include the minor variance
inherent in base costs.

One of four methods used to reduce the likelihood or mitigate consequences of a risk,
or to accept, avoid, or transfer the risk.

Qualitative representation of a risk as Very Low, Low, Medium, High or Very High.
Risk level can be associated with the risk number.

Numerical representation of a risk. Defined as the multiplication product of the
probability of occurrence and the probability that consequence occurs at level of
severity noted, and multiplied by the consequence of occurrence. Expressed as a
dimensionless number of that is a measure of realizing a given risk event.

A table, spreadsheet or database used to record, organize and track risks to the project.

The planned path forward to reduce or accept risk. Risk responses are typically
comprised of Research and Development, Engineering Analysis, Licensing, and
Modeling and Simulation tasks.

A weight applied to the risk calculation that forces higher risk rating for risk of high
consequence and recognizes the lower confidence in the users’ ability to predict
probability levels.



Form 412.09 (Rev. 10)

Idaho National Laboratory

RISK MANAGEMENT PLAN FOR THE |Identifier: PLN-3247
NEXT GENERATION NUCLEAR PLANT |Revision: 0
PROJECT Effective Date: 09/30/09 Page: 10 of 59

This page intentionally left blank.



Form 412.09 (Rev. 10)

Idaho National Laboratory

RISK MANAGEMENT PLAN FOR THE |Identifier: PLN-3247
NEXT GENERATION NUCLEAR PLANT |Revision: 0
PROJECT Effective Date: 09/30/09 Page: 11 of 59

1. INTRODUCTION

This document presents the Next Generation Nuclear Plant (NGNP) Risk Management Plan (RMP) and
defines the scope and methodology for identifying, analyzing, responding, determining impact, reporting,
tracking, and closing risks that could prevent the NGNP Project from achieving its objectives. The
objective of risk management, as described in this plan, is to identify above-normal risks for the selective
application of appropriate response actions to reduce or mitigate such risks to acceptable levels. This
document also describes the NGNP Risk Management System (RMS). The RMS is a relational database
developed in Microsoft® Access, which provides conventional database utility as well as a number of
unique capabilities specifically designed to facilitate the development and execution of activities outlined
in the RMP. These include the capability to establish the risk baseline; document and analyze the risk
reduction plan; track the current risk reduction status; and organize risks by reference configuration area,
system, subsystem, and component. Opportunities can also be identified, tracked, and evaluated for the
potential to enhance plant efficiency, reduce cost, or accelerate schedule.

1.1 Purpose and Scope

This RMP provides a structured approach for identifying and managing above-normal risks related to
the execution of the project. Above-normal risks are those risks that either (1) pose a higher risk than
normally experienced for the risk or event type or (2) make normal project controls (in the absence of
additional measures) inadequate to mitigate the risks to acceptable levels. There is value in developing and
maintaining a structured RMP for the NGNP program. Risk identification, assessment, tracking, and
reporting will inform project management and stakeholders of the risks and risk management status
throughout the program life-cycle.

Risk management is a key discipline for making effective decisions and communicating the results within
and across organizations. It is used to determine the feasibility of project plans, identify potential problems that
may affect life-cycle activities and the quality and performance of products, and improve the active
management of projects. The purpose of risk management is to identify potential programmatic and technical
problems before they occur so that actions can be taken to reduce or eliminate the probability of occurrence
and/or impact of these problems should they occur. Primary objectives of this RMP include:

e Ensure application of appropriate and cost-effective measures for risk mitigation, tracking,
and monitoring activities

o Establish risk assessment criteria and guidelines for risk management
e Describe formats for risk reporting

e Identify risk management tools to be used (e.g., database systems for tracking risks and
associated response actions)

e Describe the Risk Management System methodology and depth of functionality
e Establish the process that allows risk to inform integrated priorities and schedule

e Establish the process to identify issues, based on risk, which need additional work to
determine the NGNP maturity and path forward.

The structured approach defined in this RMP includes risk management planning; risk identification;
risk analysis and quantification; risk handling and response; risk impact determination; and risk reporting
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tracking, and closure. This approach, with the exception of the risk management planning function, is
intended to be executed in a step-wise, iterative manner that is coordinated with established project phases
and milestones. The risk management process will evolve throughout project execution and be captured in
revisions to this plan, as appropriate.

2. PROJECT BACKGROUND AND RISK MANAGEMENT

2.1 Project Background

The Energy Policy Act of 2005 (H.R. 6; EPAct), which was signed into law by President of the United
States in August 2005, requires the Secretary of the U.S. Department of Energy (DOE) to establish the
Next Generation Nuclear Plant (NGNP) Project. According to the EPAct:

The NGNP Project shall consist of the research, development, design, construction, and
operation of a prototype plant (to be referred to herein as the NGNP) that (1) includes a
nuclear reactor based on the research and development activities supported by the
Generation 1V Nuclear Energy Systems initiative, and (2) shall be used to generate
electricity, to produce hydrogen, or to both generate electricity and produce hydrogen.

The NGNP Project supports both the national need to develop safe, clean, economical nuclear energy
and establish greenhouse-gas-free technologies for the production of hydrogen. The DOE has selected the
helium-cooled High Temperature Gas-Cooled Reactor (HTGR) as the reactor concept to be used for the
NGNP because it is the only near-term Generation IV concept that has the capability to provide process
heat at the high temperatures necessary for highly efficient production of hydrogen.

2.2 Project Objectives and Assumptions

High-level NGNP Project objectives were formally established in the Next Generation Nuclear Plant
Project Preliminary Project Management Plan, Revision 1, and carried forward in subsequent NGNP
documents. The objectives support both the NGNP mission and the DOE vision as follows:

1. Develop and implement the technologies important to achieving the functional performance
and design requirements determined through close collaboration with commercial industry
end-users.

2. Demonstrate the basis for commercialization of the nuclear heat supply, heat transport,
hydrogen production, and power conversion concepts. An essential part of the prototype
operations will be demonstrating that the requisite capacity factor and reliability can be
achieved over an extended period of operation.

3. Establish the basis for licensing the commercial version of the NGNP by the Nuclear
Regulatory Commission (NRC). This will be achieved in major part through licensing the
prototype by NRC and initiating the process for certification of the nuclear system design.

4. Foster development of the U.S. nuclear industrial infrastructure and contribute to making the
U.S. industry self-sufficient for the country’s nuclear energy production needs.

NGNP Project assumptions associated with this RMP are as follows:

1. [Initial technical risks are captured to inform decision making and task prioritization. These
risks are assigned to plant, areas, systems, subsystems, and components (PASSCs) and
include safety, materials performance, operating performance, and plant availability risks.
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2. Programmatic risks will be captured in the future and will include licensing, funding,
proliferation, availability of qualified resources, and transportation risk.

3. Opportunities (positive risks) will be captured in the future.

2.3 Structure for Risk Management

Risks are captured in the project risk register and contain attributes that allow for ranking and
describing each risk. The risk register is managed as part of the RMS (see Section 4) and is available
through the NGNP Project. When possible, risks are assigned to specific PASSCs. Other key attributes
are detailed below.

231 Risk Types

Risk types include both technical and programmatic risks and are defined in the International Council
on Systems Engineering (INCOSE) Systems Engineering Handbook, version 3.1, as follows:

o Technical risk is the possibility that a technical requirement of the system may not be
achieved in the system life cycle. Technical risk exists if the system may fail to achieve
performance requirements; to meet operability, producibility, testability, integration
requirements; or to meet environmental protection requirements. A potential failure to meet
any requirement which can be expressed in technical terms is a source of technical risk.

e Programmatic risk is produced by events which are beyond the control of the project
manager. These events often are produced by decisions made by personnel at higher levels of
authority. Programmatic risks can be produced by reductions in project priority, by delays in
receiving authorization to proceed with a project, by reduced or delayed funding or by
changes in licensing, enterprise, or national objectives.

These risks types may be further broken down and defined, as necessary, to encompass the current
risk types of the NGNP Project.

2.3.2 Risk Scenario

Currently, the NGNP Project has embraced two different reference designs (i.e., prismatic and
pebble-bed), against which all risks are evaluated. Risks are evaluated against the NGNP reactor outlet
temperature (ROT) of 750-800°C. It is anticipated that a Very High Temperature Reactor (VHTR) will
follow the NGNP, and since much of the research and development (R&D) is designed to envelope the
VHTR, risks are also evaluated against the 950°C ROT. As the project continues to mature, more
alternative designs and their related risks may be evaluated while other designs are retired. The baseline
NGNP risks are contained in the risk register. These risk are evaluated based on the reference design and
may be rated differently based on either the application employed or the reference design.

2.3.3 Critical Plant, Area, Systems, Subsystems, and Components

The NGNP is comprised of five areas: Nuclear Heat Supply, Heat Transport, Hydrogen Production,
Power Conversion, and Balance of Plant (BOP). Each area is further broken down into systems, which are
comprised of subsystems, which are further comprised of components, as shown in Figure 1.
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Figure 1. NGNP Architecture.

Given the five areas for the NGNP, critical PASSCs were identified for each area required to perform
the desired functions and meet the needs specified by the project. Critical PASSCs, at a minimum, are
defined as those physical entities that are not commercially available or do not have proven industry
experience. Table 1 encompasses the critical PASSCs for each area of the 750 — 800°C ROT NGNP (as of

April 2009) and for the 950°C ROT VHTR. As the NGNP and VHTR mature and uncertainty is reduced,

the list of critical PASSCs may change.

Table 1. Identified Critical PASSCs for Different Reference Designs

Areas 750 — 800°C ROT 950°C ROT
INL-Consolidated Critical PASSCs INL-Consolidated Critical PASSCs
Reactor Pressure Vessel Reactor Pressure Vessel
Reactor Vessel Internals Reactor Vessel Internals
Reactor Core & Core Structure Reactor Core & Core Structure
Fuel Elements Fuel Elements
Nuclear Heat Supply | Reserve Shutdown System Reserve Shutdown System
Reactivity Control System Reactivity Control System
Core Conditioning System (Shutdown Core Conditioning System (Shutdown
Cooling) Cooling)
Reactor Cavity Cooling System Reactor Cavity Cooling System
Intermediate Heat Exchangers Intermediate Heat Exchangers
Circulators Circulators
Heat Transport Hot Duct — Cross Vessel Hot Duct — Cross Vessel
High Temperature Valves (Isolation, High Temperature Valves (Isolation,
Flapper, & Relief) Flapper, & Relief)
Mixing Chamber
iosen HTE, S-1, and HyS (cu@ently .identifying HTE, S-1, and HyS (cu@ently ?dentifying
Production all three as PASSCs until one is selected all three as PASSCs until one is selected
for NGNP) for NGNP)
Power Conversion Steam Generator Steam Generatqr
Power Conversion System (PCS)
Fuel Handling System Fuel Handling System
Balance of Plant . .
Instrumentation and Control Instrumentation and Control
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3. RISK MANAGEMENT PROCESS EXECUTION

Risk management provides the structured, formal, and disciplined approach, focused on the necessary
steps and planning actions, to determine and control risks to an acceptable level. DOE Order 413.3A and
its attendant DOE G 413.3-7, Risk Management Guide, establish a clear expectation that project personnel
identify and analyze risks as early as possible in the life of a project and continue this analysis through
succeeding project stages. This requires that (1) project risks be identified, quantified, and reduced (as
appropriate); and (2) risk mitigation strategies be developed, documented, and implemented. Thus, project
risk management is an iterative process where previously identified risks are monitored and new risks are
identified at established review points to ensure risks have been satisfactorily managed. Implementation
of the process will enhance the probability of project success by improving project performance and
decreasing the likelihood of unanticipated cost overruns, schedule delays, and compromises in quality and
safety. This RMP influences the integrated schedule applied to all activities, including engineering, R&D,
and licensing, whether the task is performed at the Idaho National Laboratory (INL), other DOE sites,
vendor locations, or university locations. The enhancement provided by improving project performance
and decreasing the likelihood of risk adverse impact is highlighted in this section.

The risk management approach used in this plan follows the guidelines described in INL laboratory-
wide procedure LWP-7350, Project Risk Management, and the DOE G 413.3-7, Risk Management Guide.
The approach consists of the following functions:

e Risk management planning

e Risk identification

e Risk analysis and quantification

e Risk handling and response

e Risk impact determination (i.e., residual risk and risk response actions)
e Risk reporting, tracking, and closure.

These steps can generally be completed sequentially with iterations of the complete process
performed at each project phase. However, in some cases, individual risk items should be addressed in a
more real-time fashion. In such cases, the process can be initiated at Step 2 and proceed through Step 6,
either immediately or on a scheduled basis, depending on the judgment of the system engineering lead,
project manager, or the risk management team. Integration of steps in the overall risk management
process is shown in Figure 2. Tailoring of the risk management steps and associated activities, including
execution guidance, is provided in the following sections. ISO/IEC Guide 73:2002, Risk Management, and
the INCOSE Systems Engineering Handbook: A Guide for System Life Cycle Processes and Activities were
used for risk management vocabulary guidelines, and the process outlined in ISO/IEEE 16085 is referenced
for the management of risk in the life cycle of the project.
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Figure 2. Risk Management Functional Flow Diagram

The NGNP Project uses a Technology Readiness Assessment (TRA) process to determine the
technology maturity of critical PASSCs and then to roadmap the required maturity pathway. As a
technology is studied, tested, designed, and matured, its risk is reduced as its technical maturity is increased.
This process is depicted in Figure 3. For the NGNP Project, establishing and executing Technology
Development Roadmaps (TDRMs) as a plan for maturing technologies is the primary method for managing
and mitigating risk. The TDRMs chart the path to mature technologies from the current Technology
Readiness Level (TRL) to successive readiness levels.
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Figure 3. Roadmapping and Risk Reduction - An Iterative Process
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3.1 Risk Management Planning

The RMP is the primary product of the risk management planning function. Risk management
planning includes activities necessary to establish and maintain the project’s process for managing risks.
Maintaining the RMP is an integral part of the risk management planning, and the RMP will be updated
based on informal reviews, self-assessments, and continuous improvement activities. The informal
reviews should include assessment of the risk documentation, response plan effectiveness, and results of
self-assessments and continuous improvement activities. If a review indicates that changes are necessary,
then the plan will be revised using the INL document action request process.

During the project, management review and self-assessment actions are part of risk management
planning and are performed to measure the status of plan implementation and its performance. These
actions are a necessary part of the risk management planning function. Self-assessment activities are
performed in accordance with applicable portions of INL procedure LWP-13750, Performing
Management Assessments.

3.2 Risk Identification

The purpose of the risk identification function is to identify risk events likely to prevent the project
from achieving its objectives and to document specific characteristics with a basis describing why these
events are considered a risk. All identified above-normal risks are entered into the project RMS and
tracked through closure. Risks are identified and documented, and tracking is initiated in this phase.
Because risks change as the project matures with new risks developing or anticipated risks disappearing,
risk identification is a continuous process.

The steps performed within this function of the project risk management process are illustrated in
Figure 4. These steps include: (1) identification of preliminary above-normal risks, (2) documentation of
risks to provide complete identification, including bases, and (3) initiation of risk tracking.
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Figure 4. Risk Identification
3.21 Identify Risk

The first step of the risk identification function (i.e., Identify above-normal risk items) includes three
main activities. The first activity, event-driven risk identification, identifies the risk and links them to
specific project events (e.g., Critical Decision [CD] approvals and TRL advancement). The second
activity, ongoing risk identification, is used to modify risks that result from baseline changes.

Event-driven risk identification is performed in support of the following types of project events:
e Project phases or milestones
e Project performance reviews
e TRL advancement milestones

e External independent reviews.

Risk identification is initiated using the checklist from LWP-7350, Project Risk Management, and
includes a review of the critical PASSCs and the risk level against current project phase, critical decision,
or design stage. Any newly identified risk is added to the risk register and sent through the risk
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management process. A Phenomena Identification and Ranking Table (PIRT) is used to identify additional
risks.

Ongoing risk identification is performed during project execution. These efforts include the review of
baseline change proposals, meeting minutes, and project audit and assessment results as they become
available. Risk items identified as a result of a baseline change or that arise between event-driven risk
identification campaigns can be either (1) tracked pending the next event-driven risk identification
campaign or (2) immediately processed and integrated into the project risk analysis report.

3.2.2 Document Identified Risk
During the risk identification process, the following information is generated:
e Risk title
e Risk description
e Affected critical PASSCs
e Risk type (e.g., technical or programmatic).

The activities that comprise this step include:

Develop risk statement

Develop risk summary

Identify affected PASSCs and Work Breakdown Structure (WBS) elements

e Determine risk type.
3.2.3 Initiate Risk Tracking

Once a risk has been identified, risk tracking is initiated. The systems engineering lead is
responsible for maintaining the project RMS and ensuring above-normal risks are entered. The RMS is a
database reflecting the current status of each risk as well as permanently retaining the information of risks
that have been closed. As the risk management process proceeds, additional information associated with
each step of the process is entered. The activities include assigning a unique risk tracking number and
entering risk identification data into the RMS.

3.3 Risk Analysis and Quantification

The method used to analyze, score, and determine the risk level for each risk item is described below.
Risk analysis is completed so that risks are prioritized and assigned an appropriate risk-handling strategy.
Risks are evaluated for each applicable scenario (e.g., prismatic versus pebble-bed). The steps performed
within the perform risk analysis and quantification function are illustrated in Figure 5.
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Figure 5. Risk Analysis and Quantification
3.3.1  Semi-Quantitative Analysis

Risks are analyzed using a semi-quantitative method involving calculation of a numerical risk number
for each event. This risk number is based on a relative numerical value assigned to the likelihood (event
probability or Pg) that a risk event will occur, the associated impacts of the risk (consequences or C), and
the likelihood (Pc) that the event will result in the consequence identified. These factors are used to
calculate the risk number according to the following equation:

Risk Number = (Pcx Pc) x Cx W Eq. (1)
Where:
Pr = Probability of occurrence
Pc = Probability that consequence occurs at level of severity noted
C = Consequence of occurrence (loss if event occurs)
W = Weighting factor (used to emphasize consequence of occurrence).

Values are assigned to all four factors according to the criteria in Table 2 and Table 3. In general, the
discrete factor values shown in the tables are used in the calculation; however, exceptions can be made to
increase dispersion and discriminate between risks. In this case, an appropriate basis and annotation must
be provided. For the factors Pg and C, the value assigned should reflect the risk condition before
implementation of the risk-handling strategy. The value for factor Pc is set to 1.0 and will be modified in
the future as designs are changed.
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Risk numbers are used to prioritize risks and determine the risk level (i.e., very low, low, moderate,
high, or very high) of each event. Risk levels are used to tailor appropriate risk-handling strategies, and
also define tracking requirements. Levels can generally be defined by the following criteria:

e Very-Low Risk: A risk identified as very low has virtually no potential for impacting the
project or the consequences are exceptionally minor.

e Low Risk: A risk identified as low has little potential for impacting cost, schedule, or
performance requirements, and is probably mitigated with standard cost or schedule
contingency. Minimum oversight is needed to ensure the risk remains low.

e Moderate Risk: A risk identified as moderate has a reasonable probability of impacting cost,
schedule, or performance requirements; and in turn requires additional management actions
above the normal contingency and project controls.

e High Risk: A risk identified as &igh has a strong possibility of a major impact to the project
and will require additional significant action to control risk (e.g., comprehensive analysis and
a formal RMP).

o Very-High Risk: A risk identified as very high is almost certain to occur and/or have a major
impact on the project. Like a high risk, it will also require considerable action to control the
risk (e.g., comprehensive analysis and formal RMP).

The semi-quantitative risk analysis involves the following steps:
1. Determine the probability of occurrence (Pg) for the risk item using criteria in Table 2.

a. Select the appropriate qualitative descriptor in the risk register, and the associated
numerical value is assigned automatically.

b. Document the basis for the probability of occurrence (Pg) in the risk register with
documented results from historical occurrence data, research, tests, comparable
applications, or other objective, verifiable means.

2. Determine the probability of consequence (P¢) being realized for the risk item.

a. As a default, set the probability of consequence to 1.0. If no information is available to
discriminate the value when each risk has been or will be realized, leave probability of
consequence set to 1.0.

b. If information is available to discriminate amongst the probabilities of consequence,
select the appropriate qualitative descriptor in the risk register, and the numerical value is
assigned automatically.

3. Determine the consequence of occurrence (C) for the risk item using the criteria in Table 3.

a. Select the appropriate qualitative descriptor in the risk register, and the associated
numerical value is assigned automatically. If a risk has multiple consequences and meets
criteria in more than one of the ratings blocks, the “worst” consequence should be
selected.

b. Document the basis for the consequence of occurrence (C) rating in the risk register with
documented results from historical occurrence data, research, tests, comparable
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applications, or other objective, verifiable means. At a minimum, this should include a
justification or rationale for the rating and whether it applies for the duration of all project
phases or for the activity being assessed.

Table 2. Probability Definition.

Probabilities Technology Criteria Scale Criteria Use f°.r
Calculation
Improbable Not evaluated since it is improbable N/A
Very Unlikely 10™ to <0.1% Technology is well understood and is The scale of the system/ component 0.1
routinely used in similar, integrated needed is similar to existing
applications and conditions successful applications.
Unlikely 0.1% to <1% Technology is understood and has been | Majority of the components are 0.3
used in applications and conditions similar in scale to existing
close to, but not identical to, required applications.
conditions. A small amount of
development is needed before
deployment.
Somewhat 1% to <10% Technology needs a moderate amount About half of the components are 0.5
Likely of research, development and design similar in scale to existing
before deployment at required applications
operating conditions.
Likely 10% to 50% Technology needs a major amount of Some of the components are scaled 0.7
research, development and design similar to existing applications, with
before deployment at required the remainder needing significant
operating conditions. design changes to achieve
deployment.
Very Likely Low maturity, complex, unclear All needed components have never 0.9
development path; multiple unproven been attempted at the necessary scale.
technology must work together.
Table 3. Consequence Definition.
Use for
Consequence Technical Schedule Calculation
(risk units)
Negligible Minimal or no impact. Schedule delays that do not affect 1
milestones or the critical path.
Marginal Small change needed to design or path Schedule delays that may affect external 3
forward. Minor damage to equipment or milestones or are threatening a slip
facilities. Minor, temporary loss of along the critical path.
capabilities.
Signiﬁcant Moderate change needed to design or path | Schedule delays that will slip the critical 5
forward. Moderate, but repairable damage | path end date by up to 6 months.
to equipment or facilities. Moderate,
temporary loss of capability
Critical Major change needed to design or path Schedule delays that will slip the critical 7
forward, workaround available. path end date by more than 6 months but
Significant, repairable damage to less than 1 year.
equipment or facilities.
Crisis Major change needed to design or path Schedule delays that will slip the critical 9

forward, no workaround available now.
Loss of equipment or facilities.

path end date 1 year.

4. Assign a unique risk number

5. Document the basis and rationale for each risk determination.
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3.3.2 Update Risk Analysis

Initially, the factors in the risk number calculation (Pg, P¢, and C in Equation 1) will be numerical
values based on the ranges identified in steps 1 through 3 above and in the associated tables. The risk
number for a particular risk event will only have meaning when compared to risk numbers for other
events. Ultimately, the goal is to transition to actual calculated probabilities for occurrence (Pg) and
consequence (Pc), and calculated cost impacts (in dollars) for the consequences (C) rather than the
numerical factors in Table 2 and Table 3. Currently, there is insufficient information to do this. When the
information to do this becomes available, the numerical factors will be replaced with the calculated
values. This document will also be updated to reflect the changes.

3.3.3 Assign Risk Level

The risk level is assigned as follows:

1. A risk number is calculated using Equation 1 and assigned automatically by the risk
management system. Currently, the risk number ranges in Table 4 are based on a default

value of 1.0 for probability of consequence (Pc).

2. A weighting factor is applied in the calculation of the risk level, as shown in Table 5, to give
emphasis to risks with high consequence. This weighting factor is used to cause risks with
high consequence to rate higher than they otherwise would. Experience has shown that risks
with high consequence need to be mitigated (and rated high) even though the probability of

occurrence (Pg) is low [Ref: Smith and Merritt].

Table 4. Risk Level Matrix

Very Likely I;)o;v MO(zi.e7rate I-ilgsh Vergé—ligh Verg}ligh
Likely Low Moderate High Very High Very High
z 0.7 2.4 4.2 5.9 7.6
= Somewhat Low Moderate High High Very High
= Likely 0.5 1.9 3.8 53 6.8
§ Unlikely Very Low Low Moderate High High
a 0.3 1.2 2.6 4.2 5.4
vey vty | Vepie | b by | Mot [ Mol
Negligible Marginal Significant Critical Crisis
Consequence
Table 5. Weighting Factors
Consequence
1 3 5 7 9
> 09 >50% 1.00 1.00 1.00 1.00 1.00
?—f 0.7 10% to 50% 1.00 1.13 1.20 1.20 1.20
E 0.5 1% to 10% 1.00 1.25 1.50 1.50 1.50
e 03 0.1%to 1% 1.00 1.38 1.75 2.00 2.00
Ae 0.1 107t00.1% 1.00 1.50 2.00 2.50 3.00
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3. The calculated risk number is assigned a risk level (and color code) based on the information
in Table 6.
Table 6. Risk Level Ranges
Risk Score <0.4 Very Low
4< Risk Score <14 Low
1. Risk Score <33 Moderate
33< Risk Score <59 High

3.4

Risk Handling and Response

Risk handling and response identifies the course of action or inaction selected to effectively manage
each risk item. The risk handling and response function documents that either a given risk is acceptable to
the project (as is) or defines actions that will be taken to make an unacceptable risk acceptable to the
project. Risk handling strategies are selected after the probable impact on the project has been determined
so that the strategy is appropriate for the level of risk. A risk handling strategy (i.e., accept, mitigate, avoid,
or transfer) is selected for all identified above-normal project risks. The risk response is the detailed tasks that
are performed to execute the risk handling strategy. The steps performed as part of the risk-response function

are illustrated in Figure 6.

c
.g Perform Risk Response

g Planning

=)

o

a

Q@ Selectrisk-handing Der\i/;lgrpezng:sc;culr:snt Perform residual risk Initiate risk-response

n strategy orstrategies (excludeVSronvfrisks) quantification action tracking
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§ Develop and document probability ofoccurrence,

3 I risk-response || probability that consequence | | | Enter actionsinto
< plan approach occurs, consequence of risk registerfor tracking

Figure 6. Risk-response planning.
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Risk owners are responsible for selecting the risk-handling strategy and, when required, developing the
associated risk-response approach (including specific actions) for assigned risk items. The handling strategy,
response approach (optional), and actions are documented and presented to the risk management team. The
assembled risk management team reviews all risk responses and makes any necessary adjustments to reach
team consensus. The agreed-on risk responses are then entered into the risk register and tracked. The
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following sections provide additional information to be used in performing the risk-response planning
function.

3.41 Select Risk-Handling Strategy

The risk-handling strategies employed by the NGNP Project and consistent with DOE G 413.3-7,
Risk Management Guide, are as follows:

e Accept
e Mitigate
e Avoid

e Transfer.

Many R&D, licensing, and engineering tasks, which are shown on the TDRMs and designed to
advance the TRL will simultaneously reduce the risk. Figure 7 shows a hypothetical risk reduction that
occurs as the TDRM plan is executed and as technologies are matured through the advancing readiness
levels.

Risk vs Technology Readiness

. Low Moderate High e g e g
- e
o 9 Very Likely 09 27 45 6 3.1 @
s 8
o . Low Moderate High t g
7} . g
7 - 5 Likely 0.7 24 42 9 3
= 6 E
&~ * < Somewhat Low Moderate High
3 5 £ Likely 0.5 19 38 53
= 4
g 3 M ¢ * ; Unlikely Very Low Low Moderat High High
. 3 0.3 1.2 2.6 4.2 54
z e Vi
- Py oy sty ery Low Low oW Moderate Moderate
(1) ¢ 3 . Very Unlikely 0.1 05 @/L: 18 27
5 3 4 5 6 7 3 Negligible Marginal Significant Critical Crisis
Current TRL Maturity Score Consequence

Figure 7. Hypothetical risk reduction.

The majority of risk should be reduced early in the project at lower technology maturity. To reduce
cost and schedule overruns, the TDRMs are designed to reduce risk at the lowest possible technical
maturity. When the risks for a given critical PASSC are mapped to the tasks needed to mature the
technology, risk reduction is quantified. The technique for quantification of risk reduction is shown in
Appendix A for each of the critical PASSCs. The four risk handling strategies are discussed in the
following sections.

Risk Acceptance

Acceptance is a deliberate strategic decision by the project based on the understanding that it is more
cost-effective to continue the project as planned, with no additional resources (e.g., time and money)
being allocated to control the risk. Low risks are typically accepted. When the strategy to accept a risk is
employed, the risk level remains the same (i.e., residual risk equals initial risk), but no costs or schedule
impacts are incurred for risk-response implementation.

Risk Mitigation
Risk mitigation involves identifying specific steps or actions that will reduce the probability of the event

or lessen the consequence of a risk if the event occurs. Since risk is defined as probability times
consequence, reducing the probability or lessening the consequence of occurrence will reduce the project’s
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exposure to a particular risk by reducing the expected value of the outcome. Mitigation can often be
accomplished by taking action before the event occurs (i.e., prevention) or by identifying actions to be
performed after the event occurs (i.e., contingency or recovery planning). As discussed above, the primary
example of risk mitigation for NGNP is developing a roadmap to study, test, design, and mature
technologies that will reduce the probability of occurrence as the plans defined in the roadmap are executed.
Other examples of mitigation include:

1. Incorporating barriers or engineering controls into a design
2. Planning for and then executing work-arounds
3. Ensuring physical separation of primary and backup systems

4. Prepositioning resources to be used in case of event occurrence (e.g., to reduce the response or
recovery time). This strategy results in some residual risk and also has the potential for
incurring implementation costs and schedule impacts.

Risk Avoidance

Risk avoidance focuses on total elimination of the potential threat, usually by eliminating the potential
that the risk event can occur. This strategy requires a clear understanding of the root cause of the event.
Examples of risk avoidance include totally redesigning a PASSC or selecting an alternate technology that is
not subject to the same risk. When this strategy is selected, there is a potential for implementation costs and
schedule impacts. However, the risk is removed from the reference design and, therefore, the residual risk is
reduced to zero. Other strategies include changing or lowering requirements while still meeting the needs of
the project.

Risk Transfer

The risk transfer strategy involves shifting the entire risk to a third party, typically after the risk is
converted to a monetary amount. Private industry examples of this strategy include requiring performance
bonds from subcontractors and purchasing insurance policies. For these two examples, the
implementation cost is the incremental cost to the subcontract (if measurable) and the cost of insurance
policy premiums, respectively. Typically, no residual risk remains after transfer.

In DOE, the risk is transferred between federal and contractor entities via contract. Transferred risks
are monitored to ensure new risks are not created and do not impact project mission and objectives.

Guidance for Risk-Handling Strategy Selection

Selecting good risk-handling strategies for project risks is critical, and in some cases, it may be prudent
to employ something other than a conventional risk-handling strategy. In that case, alternative strategies
may be used for the NGNP Project. While several strategies can usually be used to control a risk, the
simplest and most cost-effective strategy should always be sought. This requires a thorough understanding
of the risk and its causes and consequences. Table 7 shows the typical application of risk-handling strategies
for controlling project risks.
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Table 7. Typical application of risk-handling strategies for controlling project risks.
Risk-Handling Strategies
Risk Level Accept Mitigate Avoid Transfer
0 v v v
High v v v
Moderate 4 4
Low v v
Very Low v

3.4.2 Develop Risk Response Plans

Risk response plans are required for all but very low level risks. As previously stated, the risk
response reflects the application of a graded approach (i.e., establishing a justifiable level of effort relative
to the risk level). For this reason, risk items assessed as very low should normally be handled using the
accept-risk handling strategy and would not require a documented response plan. However, strategies
other than accept can be used for very low risks where a compelling argument can be made for doing so
(e.g., if the risk can be handled without implementation cost or schedule impact). In all cases, the number
of actions created (and requiring subsequent tracking) should be kept to the minimum necessary to
implement the planned risk response to minimize administrative action-tracking costs.

The cost associated with implementing the risk response plan is evaluated against the cost and
schedule impact should the risk be realized. This evaluation is a consideration used in determining which
risks to accept without mitigation. For instance, if the risk response implementing costs are high in
comparison to the risk cost and schedule impact, then the risk is a candidate for acceptance without
mitigation. For the NGNP, the risk response plan is documented in the TDRMs, the R&D Program Plans,
and other planning documents. The TDRMSs are the high-level representation of the risk response plan.

3.43 Perform Residual Risk Quantification

As part of the risk-response planning function, the risks are tracked to verify reduction per the plan.
Quantification of the residual risk is calculated using the same method as the initial risk quantification
(see Section 3.3) and documented in the risk register. If the risk level is not sufficiently reduced, project
personnel may need to reevaluate the risk-response plan.

3.4.4 Initiate Risk-Response Action Tracking

After agreement is reached by the risk management team on the risk-handling strategy, the response
plan, and the residual-risk quantification; the risk-response actions are entered into the RMS. The RMS
provides a means for assigning action owners and action due dates.

3.5 Risk Impact Determination

Risk impact to the project is measured by quantifying the cost of risk management and evaluating the
efficiency of risk response strategies. Risk can impact the project in two ways:

e Implementation of the risk-handling strategy, which has the potential to impact the project
baseline

e Residual risk, which has the potential to impact project contingency.
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The risk impact determination function of the risk management process ensures that the cost and
schedule impacts from both of these sources are factored into the project cost and schedule baselines as
well as associated contingency values. The steps for performing the risk impact determination function
are illustrated in Figure 8.

5 Determine Risk Impacts
5 (Response Implementation|
= and Residual Risk)
[
I
[ [ | |
Q Es,ltlmate |mpact.to Estimate impactto Initiate project .
Q projectcost baseline N . Perform contingency
= projectbaselines from change control "
n from response plan . . X analyses (optional)
X ! residual risk (asappropriate)
implementation
> Estimate and document
= response plan || Estimate residual || Initiate projecttrend | |Perform costcontingency
g implementation cost risk cost impacts* (asappropriate) analysis** (optional)
(asappropriate)

Initiate baseline Perform a
Estimate residual schedule contingency
— . « | = change proposal — o
risk schedule impacts (as appropriate) analysis
pprop (optional)

* program manageroption
**Monte Carlo analysis

Figure 8. Risk Impact Determination Functions.

The system engineering lead will work with others to perform an initial risk impact determination for
all risks for which a response plan has been developed. The risk management team reviews the results
from the risk response actions to verify that the risks have been reduced as planned. Impacts resulting
from this analysis are noted and used for data entry into the project RMS. The following sections provide
additional guidance for performing risk impact determinations.

3.5.1 Estimate Impacts from Risk Response Implementation

After the risk-handling strategy and response actions have been determined, they should be reviewed
to identify areas of additional cost (e.g., material, equipment, subcontract, or labor costs). If a cost
increase is identified, the estimated amount of the increase and the basis for the cost estimate is
documented as part of baseline change control (see LWP-7400, Baseline Change Control).

3.5.2 Estimate Impacts from Residual Risk

Estimation of impacts resulting from residual risk identifies the cost and schedule impacts if the risk
event were to occur following implementation of the response plan. These values provide the basis for
calculating technical and programmatic risk and cost and schedule contingencies.

3.5.3 Initiate Change Control

When risk response plans are executed and risk reduction does not occur as planned or when a risk
event occurs, appropriate change control actions are initiated if the project baselines are affected. Otherwise,
the risks are managed appropriately and the project proceeds according to documented baselines.
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3.5.4 Perform Technical and Programmatic Risk Analysis Contingencies

Analyses

Technical and programmatic risk analysis for contingency is optional. Supporting data may be collected
and entered into the project RMS for potential future use. If deemed necessary by the project manager, then
Technical and Programmatic Risk Analysis can be performed, as described in DOE Practice 8.

3.6 Risk Reporting, Tracking, and Closure

The risk reporting, tracking, and closure function of the risk management process includes the steps
shown in Figure 9 and described in the following sections. The RMS provides the capability to support risk
reporting, tracking, and closure by providing the ability to issue update notices, status progress on actions,
and close actions when completed.

g Report, Track, and
T Close Project
c Risks
=]
L
I |
§ Upde:;g:cr:?i;isue Track project risks Close projectrisks
n ProJ€ to closure (as appropriate)
analysisreports
| |
=
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© management managementteam response actions
< database meetings to closure

Figure 9. Risk Reporting, Tracking and Closure Functions.

3.6.1

Risk Reporting

Risk reporting is the documentation of the risk identification, quantification, response, and impact
determination activities for the project in a risk analysis report. This report is produced annually by
NGNP systems engineering and is used in future risk-analysis activities.

Risk information is maintained in the project RMS. The information contained in this system

provides the basis for the risk analysis report.

3.6.2

Risk Tracking

Risk tracking is the active monitoring of identified risks and the action items developed from the
risk-handling strategies, and the evaluation of new risks or changes in previously identified risks. Risk

tracking is performed by establishing performance, schedule, and/or cost indicator thresholds to evaluate the
status of the risk. When tracked risks exceed defined thresholds, new risk handling options may be invoked.
Risk tracking is performed for the life of the project because risks change as the project matures.
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Tracking individual risk items is accomplished using the following mechanisms:

e Project RMS, where all above-normal project risks are entered and maintained until closure.
Records of past risk items remain in the system after closure.

e Risk management team meetings, where risks are reviewed, assigned, and coordinated.

e Tracking of risk response action items by the risk management team until they have been
closed.

e Monitoring for risk-event occurrence by the risk owners. Through monitoring, the owner
determines whether the risk event has occurred or determines that the response plan may no
longer be effective in controlling the risk.

3.6.3 Closure of Project Risk Items
Closure of risk items can occur when the following conditions have been met:
e All response plan actions have been completed and closed
e Monitoring of risk event occurrence or trouble triggers is no longer necessary

e Re-evaluation of the risk no longer provides any benefit (i.e., the window of opportunity for
event occurrence has passed)

e Project manager concurrence is obtained for closure (moderate to very-high level risks only).

3.7 Supporting Risk Analysis Methods

As stated above, alternate analysis and quantification methods are allowed. Typical alternate methods
include expert judgment, simulation (e.g., Monte Carlo), and risk or decision trees. These methods are
used in project phases when specific analytical or statistical results are desired. This section describes
additional risk analysis methods that will be used to support the risk analysis process and provides
summaries of some assessments that were employed at the pre-conceptual development stage.

3.7.1 Technology Readiness Level Assessment

The risk analysis method described in Section 3.3.1 is a conventional risk management methodology
used to assess known risks. However, many of the NGNP technologies are less mature, leading to higher
uncertainty in design parameters and risks that may not be known. To estimate the level of unknown risk
associated with the performance of these technologies, a measure of technical maturity, called the TRL,
will be used. An assessment of TRLs for the critical NGNP PASSCs complements the conventional risk
assessment for technical risks and is an integral part of the risk management strategy.

Definitions for the TRLs were established, as show in Table 6, and initial TRL estimates were made
for critical PASSCs by the reactor supplier teams from AREVA, General Atomics, and Westinghouse.
TDRMs were established to define the steps necessary to advance the TRLs in selected areas [Ref:
Reports INL/EXT-08-15148 and INL/EXT-09-16598]. These roadmaps outline the engineering,
licensing, and R&D efforts; the known risks that they address; and the anticipated effect on the TRLs.
Each task focuses on reducing known risk, increasing TRLs, or both.

The technology roadmaps, and the associated tasks depicted, have been adopted into the risk-response
plans for the risks that they address. As part of a response plan, the extent to which a technology is
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matured and the risk reduced by each task is quantified. Assuming a task is successful, the expected
completion date for the task becomes the date upon which the risk is reduced. This can be displayed in a
risk waterfall chart, like the one shown in Figure 11. The RMS described in Section 4 is the system used

to analyze the risk data and generate the NGNP risk waterfall charts.

Figure 11 shows the risk is reduced each time a relevant piece of information is gathered from a task

that reduces known uncertainty or increases technology maturity.

Table 8. NGNP TRL Scale and Definitions.

l};t‘l:lg Technology Readiness Level Definition TRL Abbreviated Definition

1 Basic principles observed and reported in white papers, industry literature, lab | Basic principles observed
reports, etc. Scientific research without well defined application.

2 Technology concept and application formulated. Issues related to Application formulated
performance identified. Issues related to technology concept have been
identified. Paper studies indicate potentially viable system operation.

3 Proof-of concept: Analytical and experimental critical function and/or Proof of Concept
characteristic proven in laboratory. Technology or component tested at
laboratory-scale to identify/screen potential viability in anticipated service.

4 Technology or Component is tested at bench-scale to demonstrate technical Bench-scale testing
feasibility and functionality. For analytical modeling, use generally recognized
benchmarked computational methods and traceable material properties.

5 Component demonstrated at experimental scale in relevant environment. Component Verified at
Components have been defined, acceptable technologies identified and Experimental Scale
technology issues quantified for the relevant environment. Demonstration
methods include analyses, verification, tests, and inspection.

6 Components have been integrated into a subsystem and demonstrated at a Subsystem Verified at Pilot-
pilot-scale in a relevant environment. scale in a relevant environment

7 Subsystem integrated into a system for integrated engineering-scale System demonstration at
demonstration in a relevant environment. Engineering-scale

8 Integrated prototype of the system is demonstrated in its operational Integrated Prototype Tested
environment with the appropriate number and duration of tests and at the and Qualified in a non-
required levels of test rigor and quality assurance. Analyses, if used support radiological operating
extension of demonstration to all design conditions. Analysis methods verified. | environment
Technology issues resolved pending qualification (for nuclear application, if
required). Demonstrated readiness for hot startup

9 The project is in final configuration tested and demonstrated in operational Plant Operational.
environment.

10 Commercial-scale demonstration is achieved. Technological risks minimized | Commercial Scale — Multiple
by multiple units built and running through several years of service cycles. Units
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4. RISK MANAGEMENT SYSTEM

To facilitate the implementation of the RMP, the NGNP has developed and employed an analytical
software tool called the NGNP Risk Management System (RMS). A relational database developed in
Microsoft® Access, the RMS provides conventional database utility, including data maintenance,
archiving, configuration control, and query ability. Additionally, the tool’s design provides a number of
unique capabilities specifically designed to facilitate the development and execution of activities outlined
in the RMP. Specifically, the RMS provides the capability to establish the risk baseline, document and
analyze the risk reduction plan, track the current risk reduction status, organize risks by reference design
PASSC, and inform NGNP decision making.

The RMS Hierarchy Viewer provides a rollup/drilldown analysis capability that summarizes
quantitative risk scores at various levels of granularity, as shown in Figure 12. The risk scores can be
displayed for either the baseline, current status, or the final projected risk. Risks can be rolled up by
average or worst case for a selected design configuration. The tool’s Hierarchy Viewer also allows the
visualization and analyses of the complex relationships between various NGNP Project entities (e.g.,
Critical PASSCs, Risks, Risk Mitigation Tasks, Design Data Needs [DDNs], and PIRTs).
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Figure 12. RMS Hierarchy Viewer

The RMS provides the capability to outline and status a risk handling strategy for each identified risk.
Risk reduction tasks, which are primarily the tasks needed to advance the TRLs, are assigned to each risk
item and the magnitude of risk reduction estimated for each associated task can be specified as shown in
Figure 13. The status of the risk handling strategy is primarily based on the percent completion of risk
reduction tasks. The status of the strategy can also be seen graphically in a Risk Waterfall chart that
displays the actual/current risk reduction versus the planned risk reduction over time, as shown in
Figure 14.
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Figure 14. Risk Waterfall Chart displayed in the RMS Hierarchy Viewer

For tasks that provide a reduction in risk for more than one risk item, the tool provides the ability to
summarize its contribution across the entire NGNP risk plan. This capability makes it possible to rank
order tasks by the magnitude of risk reduction provided for the entire project. This rank ordering of task
then provides valuable input into NGNP Project planning and prioritization.
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Additional RMS functionality includes the ability to analyze and track relational mapping between
project risks and PIRTs, risk reduction tasks, and DDNSs, thus facilitating gap identification in planning
R&D activities.
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Appendix A

NGNP Project Risk Analysis Tool
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Appendix A
NGNP Project Risk Analysis Tool

The Project Risk Analysis Tool (PRAT) Matrix was used by NGNP Engineering personnel to
evaluate the technical risk associated with deploying each critical PASSC and determine the risk reduced
by performing each task which advances the technical maturity. This tool captures the risk reduction
anticipated by each of the R&D, Licensing, and Engineering tasks forecasted in the TDRMs. The risk and
risk reduction data captured using this tool was then placed in the Risk Management System (Section 4 of
the RMP) for tracking, analysis, and configuration control.

Preconceptual

Final Preliminary Conceptual

0.9 1
0.8 1
0.7 1
0.6 1

0.5 1
Moderate

Probability

0.4 A1
0.3 1

02 1 Ve

0.1

Consequence

Figure A-1. Acceptable project risk present at each of the design phases.

Risks are analyzed to verify that the amount of project risk present at each of the design phases is
acceptable, as shown in Figure A-1. During the pre-conceptual design phase many of the risks will be
Very High. As the project advances to the conceptual design phase, risk should be reduced such that no
risk is higher than High. At preliminary design, the risks should be reduced to Moderate, and for final
design, risks need to be reduced to Low and Very Low.

The PRAT matrix will need to be evaluated as tasks are completed. Often, the amount of risk reduced
by tasks differs from that forecasted. The PRAT matrix will be re-analyzed to verify that the new risk
level is commensurate with the current design phase.

Figures A-2 through A-19 show the PRAT matrix for each of the critical NGNP PASSCs for a
reference configuration of 950°C Pebble Bed Reactor outlet temperature. The matrix overlays the risks
against the tasks designed to advance technology maturity and reduce risk, and the anticipated amount of
risk reduction is forecasted for each task. Some tasks reduce several different risks. Using the matrix for
risk-informed prioritization, these tasks will rate higher than others. The risk management system
contains the data for each scenario (750°C or 950°C reactor outlet temperatures and pebble bed or
prismatic reactors).
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How to Read A PRAT Matrix

The left hand column of the PRAT matrix contains the current technical risks for the critical PASSCs.
Columns to the right of the risk column contain the baseline risk score (based on Consequence [C],
Probability of Occurance [Pg], and Probability of Consequence [Pc]) and the risk score at the completion
of each risk reducing task, which are listed horizontally across the top of the matrix. Each task was
evaluated, and the task’s impact on risk reduction is recorded in the body of the matrix.

The bar charts on the bottom of the matrix depict the impact each task has on the overall risk
reduction. The sum of the green bar values is 100%, which refers to the total risk reduced from the current
baseline risk to the projected risk after all tasks have been completed. The baseline risk and risk score
after task completion is summarized in the bars on the right-hand columns of the matrix. The overall
length of the bar is consistent with the baseline risk, and the length of the green bar represents the amount
of risk reduced. The length of the red bar is reflective of the amount of residual risk remaining.
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Figure A-10. PRAT matrix for the Circulators
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